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Suspicious letter forces
housing evacuation

Photos by Staff Sgt. Robert A. Hyatt

Fort Huachucaemergency response personnel took precautionary measure in the event there was a biological hazard at the scene of the
incident on Stedman Street. Five families were evacuated and the road was closed to travel.

Parcel determined no
threat by FBI, CID

By Sgt. 1% Class Donald Sparks
NCOIC, USAIC&FH PAO

Five families were evacuated from
Stedman Street in the Fort Huachuca hous-
ing area Tuesday after aresident notified the
Directorate of Public Safety of asuspicious
package that wasreceived in the mail.

Subsequently an additional package was
located at the Military Police Station. Asa
precautionary measure emergency response
teams quickly responded to the area and
closed off the street.

The FBI was notified and dispatched
agentsto determineif there was a potential
hazardousmateria situation.

The agents determined there were no bio-
logical, verbal or written threat of the pack-
age and cleared theincident.

According to FBI officias, theletters ap-
pear to be part of amass mailing campaign
of anti-government propaganda. The agency
advised they are currently following leads
continuing to investigate the origin of thelet-
ters.

All of thefamiliesreturned to their homes
nearly an hour and a half after the incident
began.

“Thisisthethird or fourth | etter received
ontheinstallation in the past several days,”
said Mgj. Dan Ortega, director of Public
Safety.

According to Marty Smith, special agent
in charge, Criminal Investigation Division,
residents have received the parcel sthrough
routinemail deliveriesto their quarters.

The parcelshave been addressedtoresi- A Fort Huachuca fireman seals the letter that was sent to a housing resident on the
dentsat the quarters, butin eachincidentthe installation. FBI personnel on the scene determined there was no biological threat from
recipientswere unfamiliar withthesender’s the package.
name and Californiaaddress.

“We're providing thisinformation to ev-
eryone to alert the Fort Huachuca commu- What to do in the event of a
nity of these anti-government propaganda .
mail parcels, and to provide proper reporting suspcious letter or package
proceduresif in receipt of thistype of par-
cel,” Smithsaid. * Do not open *Do not panic

Smith advised if anyone hasreceived, or
receivesin the future, any mail parcel with * Do not shake » Do notify CID at 533-5202 or the
anunfamiliar addressfrom California, to not Military Police at 533-3000
openit, andimmediately contact CID at 533- * Do not throw away
5202 or the Military Police at 533-3000.
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Permanent protection

Construction workers at the Main Gate prepare to build permanent barriers to better protect the safety of the Fort Huachuca
community. Construction is scheduled to continue until the Martin Luther King Jr. holiday. Visitors are asked to use the East Gate
when at all possible and vary arrival times to avoid backed up traffic at the gates. Also, ensure to slow down while driving past the
construction zone. This is just one of the many projects anticipated for the gates this year.
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Military healthcare information stolen

Army News Service release

Thievesmade off with computer equipment
andfilesfromtheofficeof amilitary healthcare
contractor in ArizonaDec. 14, and the cul prits
now have access to social security numbers
and other information about clients, according
to TRICARE officials.

Thecontractor, TriWWest Hedlthcare Alliance
Corp., providesservicesto military beneficia-
ries in the TRICARE Central Region. That
regionincludesArizona, Colorado, Idaho, lowa,
Kansas, Minnesota, Missouri, Montana, Ne-
braska, Nevada, New Mexico, North Dakota,
South Dakota, Utah, Wyoming and part of
western Texas.

TriWest indicated the stolen datamay in-
cludemedica procedures, diagnostic codesfor
medical services, and locations and dates of
services. TriWest will bemailing | ettersthrough
Jan. 31toinformall affected beneficiaries, of-
ficidssad.

Beneficiariesmay also obtaininformation
fromthe TriWest Web site, http://triwest.com;
or call toll-freethe TriWest information line,
(888) 339-9378; or e-mail TriWest at
computertheft@triwest.com.

Theidentity and motive of thosewho com-
mitted the crime are not known, officialssaid.
The Federal Bureau of Investigation, the De-
fense Criminal Investigative Serviceand other
law enforcement organizations areinvestigat-
ing theincident. DoD hasrequired all contrac-
tors working with the TRICARE system to
assess current physical and electronic security
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to ensure such theft does not occur again.

If you suspect that your personal informa-
tion has been misused, officials recommend
taking thefollowing steps: Contact the fraud
departments of each of the three major credit
bureaus; closeor suspend any accountsknown
or believed to have been tampered with or
opened fraudulently; fileapolicereport with
locd policeor thepoliceinthecommunity where
theidentity theft took place.

If you suspect fraud and contact the credit
bureaus, you should request that a“fraud dert”
beplacedinyour file. You should also request
astatement be placed inthefilethat askscredi-
torsto call before opening any new accounts
or changing any exigting accounts, officialssaid.

The credit bureau fraud departments are
listed below. Their normal operating hoursare
Monday through Friday, 8:30am. to4:30 p.m.

TransUnion

WWW.transunion.com

Fraud Victim Assistance Department

P.O.Box 6790

Fullerton, CA 92834 800-680-7289,

fax (714) 447-603434

Equifax Credit Information Services

www.equifax.com

Consumer Fraud Division

P.O. Box 105069

Atlanta, GA 30348 800-525-6285

Experian

WWW.experian.com

Experian’sNationa Consumer Assistance

PO.Box 1017

Allen, TX 75013 888-397-3742

The Social Security Administration,
Www.ssa.gov, isasourcefor information about
social security number theft or misuse. If you
suspect your SSN has been misused, officials
recommend you call the SSA Fraud Hotlineat
(800) 269-0271.

Thefollowing SSA resourcesareavailable
onthelnternet:

SSA Fraud Hotline for Reporting Fraud:
WWW.Ssa.gov/oig/quidelin.htm; the Socid Se-
curity Administration Publication No. 05-
10002): www.ssa.gov/pubs/10002.html; and
When Someone Misuses Your Number (SSA
Pub. No. 05-10064): www.ssa.gov/pubs/
10064.html.

If you suspect that you are the victim of
identity theft, officialsrecommend youfilea
complaint withthe Federal Trade Commission
at (877) IDTHEFT (438-4338) or direct dia to
(202) 326-2502. Alsowritethe FTC at:

I dentity Theft Clearinghouse

Federd Trade Commission

600 PennsylvaniaAve. NW

Washington, DC 20580

The FTC Web siteiswww.consumer.gov/
idtheft. Thereisafree comprehensive guide
thereto help guard against and recover from
identity theft.

One of the best waysindividuascan catch
identity theft isto regularly check their credit
records, officiassaid.

(Editor’s note: This story was compiled
from American Forces Press Service,
TRICARE Management Activity and Tri\\est
news releases.)

Tax Center to open

Legal Assistance Office release

TheFort HuachucaTax Center will be open
to assist with the preparation of 2002 income
tax returnsbeginning Jan. 21.

Officehoursare8:30am.- 4 p.m. Monday
through Friday and 9 am. - noon on select Sat-
urdays.

The Fort Huachuca Tax Center islocated
in De Rosy Cabell Hall, Building 22324 on
Christy Avenue. By being prepared, you can
ensure that your taxes will be done correctly
and quickly.

Hereare someitemsyou should bring with
you to thetax center:

* Your military ID card. Eligibleclients
include active duty personnel and their family
membersand retired personnel and their fam-
ily members. Please ensureto bring proof of
status otherwise, we may not be ableto assist
you.
» Social Security cards. Thenumber one
reason the IRSrejectsour e-filereturnsisbe-
cause a name submitted on areturn did not
match the name in the Social Security data-
basefor the corresponding social security num-
ber, either because of errorsor dueto aname
changesuch asby marriage. Toavoidthisprob-
lem, make sureto bring social security cards
foryouandal of your dependentsor at amini-
mum somewritten documentation that contains
the social security numbersat issue.

* A voided or cancelled check. Thistype
of documentation will allow usto verify your
account information if you chooseto receive
your refund by direct deposit.

* Your 2001 tax return. If you have ac-
cessto or acopy of last year’sreturn, please
bring it asit will help facilitate fast and effi-
cient service, especialy if your returnincludes
complex tax issues.

* All tax documentsthat reflect income
received for 2002. ThisincludesW-2 forms
fromall your employers, 1099R formsfor re-
tirement or pension, 1099 DIV formsfor stock
or mutual fund dividends, 1099INT formsfor
bank or bond interest, W-2G formsfor gam-
bling winningsand 1099-B formsfor the pro-
ceedsfromthe sale of stock. AnLESisnot a
W-2. If you sold stock — toinclude day trad-
ing — in 2002, please make sureto organize
onesingledocument that showswhen you pur-
chased each stock, how much you paidfor it,
when you sold the stock, and the saleprice. If
you do not havethisinformation organized, we
will not be ableto organizeit for you.

* Any tax documentation that showsin-
terest you paid during 2002 that isdeduct-
ible. Thiswould includeinterest on mortgages
(Form 1098) or student |oans (Form 1098-E).

» Other documentsfor possibletax de-
ductionsor credits. Thisincludestraditional
IRA contributions (Form 5498) and receiptsor
other documentsfor thefollowing: charitable
donations; education expensesfor booksor tu-
ition; child care expenses; unreimbursed busi-
nessor moving expenses, alimony paidto name
afew.

Welook forward to hel ping you with your
taxes, but pleasewait until you havereceived
all of your tax forms before coming in. The
bottom lineis, themore organized you are, the
better we can assist you.

If you have any tax questions prior to the
opening of the Tax Center, call 533-2009 to
make an appoi ntment.

ABOUT THE TRIWEST COMPUTER THEFT

You' ve recently received a notice from TRICARE's Cen-
tral Region health contractor, Tri\\est Healthcare Alliance,
informing you of a recent break-in at one of its corporate
facilities that resulted in the theft of some computer files —
what should you do?

First, carefully read Attachment #2 contained within the
notice. This page specifieswhat steps you can take to avoid
becoming avictim of identity theft. It also explainswhat you
candoif you suspect that your personal information hasbeen
misused to commit identity theft.

Second, act quickly. You must be proactive and take mea-
suresto protect yourself beforethieves steal your identity. As
TriWest suggests, start by contacting each of the three major

credit bureaus and request that afraud alert be placed in your
file. Thethreemajor credit bureausare TransUnion, Equifax
Credit Information Services, and Experian (Credit Data South-
west), and may bereached at 800-680-7289, 800-525-6285 and
602-528-7785, respectively.

Why should you be concerned about identity theft?

e TheFederd Trade Commission statesthat identity theft
isthefastest growing crimetoday.

*  The Secret Service estimatesthat in 1997 consumers
lost morethan $745 million dueto identity theft.

* A ForidaGrand Jury estimated that the averageiden-
tity theft crime costs the business community about $17,000
per victim.

e A Government Accounting Officereport discovered
that the 10 stateswith the highest incidences of reported iden-

tity theft are Arizona, Cdifornia, Florida, Georgia, Illinois, Michi-
gan, New Jersey, Pennsylvania, Texasand Wisconsin.

Where should you go for more info and help?

There are enormous amounts of Web sitescurrently avail-
ableonlinethat are dedicated to providing information on iden-
tity theft and how you can protect yourself from becoming the
next victim. Inaddition, theLega Assistance Officecanhelp
you coordinate an effective approach in battling against this
fast-growing crime. Don’'t bethe next victim—call for an ap-
pointment with aLegal Assistance Attorney.

The Soldiers' Lawyer is provided by your JAG Legal
Assistance Office. Visit us on the Web at http://huachuca-
www.army.mil/usag/sja/la.html or contact us at 533-2009
for an appointment. Legal advice may not be given over
the phone.
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Nicholson Hall gates reinstalled

Thegatesin front of Nicholson Hall have
been reinstalled. The gates are secured 24
hours aday, seven daysaweek with the ex-
ception of 5-7:30 am., Monday-Friday for
physical fithesstraining. For emergency ac-
cessthrough these gates, call the 111" Military
Intelligence Brigade at 533-3631 or the 304™
MI Bn. at 533-6511.

Warrant officer transformation

The United States Army Intelligence Cen-
ter and School’ sguest speaker’sprogram will
feature beChief Warrant Officer 5 John
Sparkman. He will discuss warrant officer
transformation Monday. Briefingsareat 11:30
am. and 5p.m. at Fitch Auditorium. Thisbrief
isunclassified and opentoall.

Main library hours extended
TheMain post library will be open Mon-
day-Thursday 10:30 a.m.-7:30 p.m., and Fri-
day-Sunday, 10:30 am.-6:30 p.m. It will be
closed onfederd holidays.
For moreinformation, call Nataie Danforth
at 533-3041 or AnitaLewisat 538-4101.

AFAP needs volunteers

The Army Family Action Plan Conference
Planning Committeeislooking for volunteers.
They are needed to be a part of the planning
committee and subcommittee and assistance
during the conference. AFAPisasolooking
for volunteers experiencedin facilitating and
issuedevelopment.

For moreinformation, call 533-3686.

DOIM offers January classes

The Directorate of Information Manage-
ment classesfor January includethebasic, in-
termediate and advance Access class, the ba-
scandintermediate Excd class, thebascWord,
Outlook, Practical PC and Form Flow classes.
All classes are free and open to the Fort
Huachucacommunity including
spouses. New classes coming
up includethe advance Excel,
theintermediate and advance
Word and the advance Power
Point.

Uncontrollable

By Sgt. Jessica I nigo
Time Out Editor

As of this fiscal year an update to Fort
Huachucaregulation 40-116 Control and Care
of Pets, Horsesand Transent Animalshasbeen
madefor viciousor repeatedly impounded pets.

Pets on post that have been identified for
biting incidents, that have been impounded
more than twice in a12-month period, or for
any other instance determined to be appropri-
ate by the Veterinary Branch Chief must be
micro-chipped at owner expense, according to
theupdated regulation.

Ownerswho refuse the mandatory micro
chippingwill besubject toimmediate bar of the
animd fromtheingtallation.

Micro-chipping apetisasimpleprocedure
that can causealittle blood shed, but helpsin
innumerable ways, according to Sgt. Gerard
Galindo, noncommissioned officer in charge of
thepost Veterinary Clinic.

As its name implies, a microchip is im-
planted under the skin of the animal, usually
between the shoul der blades, and iscoded with
anumber.

Thisnumber iscontained within adatabase
with pertinent owner information, according to
Capt. Dale Beebe, apost veterinarian.

For scheduling and detailscall 533-1111. Or
|ook at the Web site Huachuca-www.army.mil/
classes/index.htm, for moreinformation.

Scholarships for military children
The2003 Scholarshipsfor Military Children
Program has started. Theseare $1,500 schol-
arships sponsored by the Defense Commissary
Agency. Applications can be downloaded at
WWW.commissaries.com

/ WWW.COMMI sSaries.com or

www.fisherhouse.org or
picked up at any commis-
sary. DeadlineisFeb. 21.
For moreinformation, call
533-5540.

\Volunteers needed

Interested in volunteering? Areyou inter-
ested in volunteering on Fort Huachuca? Have
aspecial skill or areaof interest you'dliketo
sharewith others? Cadl theinstallation volun-
teer coordinator at 533-4823 or 538-4823 for
moreinformation.

Christmas treerecycling

Theforestry section onthefortisrecycling
Christmastrees. Drop off your Christmastree
at oneof theninelocationsaround post. Christ-
mas trees from off post are also welcomed.
No treeswill be accepted after Jan. 31.

SEPC meeting

The Fort Huachuca's Special Emphasis
Program Committeeishaving itsnext meeting
Tuesday at 2:30 p.m. inthe Equal Opportunity
Office classroom, Building 22328. All Fort
Huachucapersonne areinvited. For morein-
formation, call 538-0276.

Spring Youth Fest

TheDirectorate of Community Activities,
Child and Youth Servicesand Recreation Ser-
vicesDivisonswill sponsor theannual “ Spring
Youth Fest” April 26. The Family Rediness
Group vendor applicationsfor thisevent are
availablenow through March 20. Applications
may be picked up at the Child and Youth Ser-
vices Registration Office, or the Murr Com-
munity Center.

making the period a safe holiday for all.

Safe holiday season for all

Advanced Individual Training soldiers prepare to leave during the recent Exodus
holiday period. During the two-week period all soldiers assigned to the installation
that went away for the break returned safely. Also, the fort reported no DUl incidents

Photo by Staff Sgt. Robert A. Hyatt

For moreinformation, call Marty Johnson
at 533-8437.

SV Special Olympics athletic
events

The start of the Special Olympics Basket-
ball seasonisamost here.

Practices will be held at the
HuachucaM ountain Elementary School ..
Gymon St. Andrews Street, off of Buf-
falo Soldier Road. Practicetimeswill
be6:30t08:30 p.m.

TheCity Parksand Recreation ser-
viceswill not beableto pick up or de-
liver our athletesso it isplaced upon
the parents/guardiansto bring the play-
ers.

Special OlympicsTrack andfield practices
isscheduled to start on Saturday, at the Barnes
Field House and adjacent track.

Practicewill befrom 10 am.- noon. Medi-
cal formswill berequired before any partici-
pationin scheduled track practices.

For moreinformation, call Tom Whipp at
378-1927, Ray Robertsat 459-2553, Pat Sartain
at 459-4975.

Free midday variety training

On Monday and Wednesdays from 11:30
am.-12:30 p.m., BarnesField Housewill spon-
sor midday variety training.

A heslthy combination of highand low im-
pact aerobicswill beoffered in addition to body
scul pting, sports conditions, strength and cir-
cuittraining.

All classses are taught to accomodate all
fitness levels. A consent form isrequired to
participate.

For moreinformation, call Kathy Gray at
533-3180/5031.

Strength training offered

Start the new year off right. Barnesfield
Housewill offer strength training, and an equip-
ment orientation program Tuesday and Thurs-
day from 12:30-1:30 p.m.

The instructor is a certified

persond trainer, acertified bio-
mechanicsof resistancetrain-
ing instructor and a certified
nautilusinstructor. One on one
training sessonsareavailable.

For moreinformation, call 533-3180.

pets will be micro-chipped at owners expense

Onceapet ismicro-chipped veterinarians
can always obtain owner information with a
universal scanner for al typesof chips.

Repercussionswill bebrought against own-
erswho have uncontrollable pets.

Becausethese petshaveaready beeniden-
tified as problematic, once micro-chipped pets
become repeat offenders, ownerswill either
have to remove the pet from post quarters or
move off post with their pet.

“It's aresponsibility issue,” Beebe said.
“Micro-chipping helpsenforcetheleash law
and get those who are not being responsibleto
start acting moreresponsible.”

Currently military policebring petsfor im-
poundment threeto four timesaweek, accord-
ing to Galindo. These ownerswill betracked
through micro chipping and held accountable
for loose animals on post. Repeated offenses
will result intheloss of animal keeping privi-
legesby order of the garrison commander.

“I think it sagood ideafor al ownersto get
their pet micro-chipped. It givestheowner piece
of mindwhenapetislost,” Galindosaid. “It's
auniversal retrieval system that can easily re-
turn apet back home.”

Interested pet owners can have animals
micro-chipped for $13 by calling 533-2767 for
an appointment.

Sgt. Gerard Galindo, noncommissioned officer in charge of the post Veterinary Clinic,
installs a microchip into Spike. Spike belongs to Lynn Klemski.

r
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Spike’s microchip was checked by a universal reader to ensure matching numbers. His
chip was inserted in the case he gets lost or stolen.

Pets on post that have been identified for biting incidents, or that have been
impounded more than twice in a 12-month period must be micro-chipped at owner’s
expense.



