. 1. CLEARANCE AND SAFEGUARDING
DEPARTMENT OF DEFENSE T Tcairy GLEARANCE eoumeD  NBCHCO020001
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | TOP SECRET
(The requirements of the DoD Industrial Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to all security aspects of this effort.)

2. THIS SPECIFICATION IS FOR: (X and compiete as applicable) 3. THIS SPFECIFICATION IS: (X and complete as applicable)
a. PRIME CONTRACTNUMBER ~ % ) DATE (YYMMDD)
x NBC’HCOZOOO]_ a. ORIGINAL (Complete date in ail cases) 01 1009
b. SUBCONTRACT NUMBER b. REVISED (Sup 4 Revision No. DATE (YYMMDD)

all previous specs)
¢. SOLUICITATION OR OTHER NUMBER DUE DATE (YYMMDD] DATE (YYMMDD)
¢. ANAL (Complete itemn 5 in all cases) -

4. 1S THIS A FOLLOW-ON CONTRACT?

Classified material rec eived or generated under

L—_l YES NO. If yes, complete the following:

(Preceding Contract Nunber) is transfered to this folow-on contract.

6. IS THIS A FINAL DD FORM 2542

In response to the contractor's request dated

D YES Ex_l NO. If yes, complete the following:

, retention of the identifie d classified material is authorized for the period of

6. CONTRACTOR (Include Commercial and Government Entity ({CAGE) Code)

a. NAME, ADDRESS, AND ZP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
Logicon Inc. ORBN7 Defense Security Service
A Northrop Grumman Company . 7010 Little River Turnpike, #310
2411 Dulles Cormer Park ' Annandale, VA 22003
Suite 800
Herndon, VA 20171
7. SUBCONTRACTOR
a. NAME, ADDRESS, AND ZP CODE b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
8. ACTUAL PERFORMANCE <
a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)
SEE ITEM 13.

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Non-personal services for scientific, engineering, technical and administrative support for the Joint Interoperability Test
Command, Fort Huachuca, AZ; Falcon AFB and Pererson AFB, Colorado.Springs, CO; Warner Robbins AFB, GA; Kelly AFB,
San Antonio, TX; Indian Head, MD; Arlington, VA, and other locations authorized by the COR and/or the Contracting Officer.

11. IN PERFORMING THIS CONTRACT, THECONTRACTOR WILL:

DD Form 254, DEC 90

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO YES | NO
a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION X BT A S T Y e A T e P A vy O THER X
b. RESTRCTED DATA X | b. RECEIVE CLASSIFED DOCUMENTS ONLY X
c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | c. RECEIVE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA X | d. FABRICATE, MODIFY, ORSTORE CLASSIFIED HARDWARE X
. INTELLIGENCE INFORMATION: o e. PERFORM SERVICES ONLY X

() Seostiv Comparrented hformatn (5 X | | e A e e SN AT o QG e U X

(@ Nonsci X o BE AUTIORZED 10 USE THE SERVICES OF DEFENSE TECHNEAT INFORWATION | 3¢
f. SPECIAL ACCESS INFORMATION h. REQUIFE A COMSEC ACCOUNT X
g. NATO INFORMATION x i. HAVE TEMPEST REQUIREMENTS X
h. FOREIGN GOVERNMENT INFORMATION X | j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS X
i. UMITED DISSEMINATION INFORMATION x k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE x
j. FOR OFFICIAL USE ONLY INFORMATION X 1. OTHER (Specify)
k. OTHER (Specig) See Item 13 regarding visit requets

J3
Previous editions are obsolete. USAPPC V2.00



the nquirumlumthe cqmmucwky #c:. Use ltem 13 {f additional space is meded.)

Ve

14. ADDITIONAL SECURITY REQUIREMENTS. Roqummm, in addition to ISM requirements, ars established for this contract. (If Yes, idendfy | I YES | I NQ
the p  cl inthe de itself, or provide an appropriate suxement which idendfies the od ditional requiremants. Provide a copy of

specific areas or elemenss carved out and the activity responsible for inspections. Use ltem 13 If additional space is needed.)

15. INSPECTIONS. Elements of this canvact xe outside he inspecion responsibility of the cognizant security offics. ({fYes, exphain and idendlfy IX I YES l | NGO

16. CERTIFICATION AND SIGNATURE. Security requiramants stated hersin ars plate and adaq

generated under this classified eff ort. All questions shall be referred to the of ficial named bslow.

 for safeguarding the classified information to be rslsased or

_|a. TYPED NAM§ OF CERTIFYING_ QFRCIAL = . b. TITLE
* N. Tinmnell Contracting Officer

c. TEL?HDNE.{IMM Area Code)

(520) 538-0423

d. ADDRESS (/Include Zip Code)
DOL/NBC, Acquisition Services Div, SW Bramch | X
P.0. Box.12924% !
|Fort Huachuca, AZ 85670—2924 «

8. SIGNATURE

p ¢

DD Form 254 Reverse, DEC 90 J-4

USAPPC viLw



DD FORM 254, 15 JUN 00
ITEM 13. SECURITY GUIDANCE (Continued)

(2) By virtue of access to SCI material, contractor employees may have placed on them special requirements relating
to travel to, or through, hazardous areas as stated in DIAM 50-5.

e. Ref ltem 10e(2). Access to intelligence information: chapter 9 (section 3), NISPOM defines sgqh information and
identifies authorized control markings. The contrals established by such markings, and the policies and procedures
given in para 12, DCID 1/7 (DODI 5230.22), are part of the security specifications for this contract.

f Ref ltem 10j. FOR OFFICIAL USE ONLY information provided under this contract shall be safeguarded asa
specified in AR 25-55.

-g. Ref: Item 11c. Provisions of chapter 8, NISPOM (Automated Information Systems-AlS) apply to AlS processing at
contractor owned locations. Classified AIS processing a User Agency Activity §|tes will be governed by DoD 5200.28
;md will be the inspection and approval responsibility of the User Agency activity. :

h. Ref ltem 11d. Contractor will be utilizing Government Owned-Government Operated (GOGO) facilities and sites.

User Agency activity will ensure provision of structurally adequate facilities to meet requirements of chapter 5
(section 9) ISM. . A

i Ref item 11f. Access to classified information at overseas locations will be limited to aural and visugl access only; .:
receipt and storage not authorized. DD Form 254, Contract Security Specification, issued by the prime contractor:
a subcontractor, under this contract, will be submitted to the Contracting Officer at' DOL,. NBC,. Acquisitiom:
Services Div, SWBfanch, P.0. Box.12924, Fort Huachuca; AZ  85670-2924.

} Ref: item 11k Contractor requests for establishment of a Defense Courier Service account (if required) willbe .

submitted via the Contracting Officer’s Representative in accordance with chapter Ill, and Appendix A, DoD 5200.33-

k Visit Requests:

(1) Visit requests to Fort Huachuca-based activities should be addressed to Commander, Joint Interoperability Test
Command, ATTN: JTG, Fort Huachuca, AZ 85613-7020. Information copies (of original requests) should be
provided to Commander, USAIC&FH, ATTN: ATZS-DKT, Fort Huachuca, AZ 85613-6000. Visit requeststo
indian Head-based activities should be addressed to Commander, Jaint Interoperability Test Command (JITC),
Indian Head Division, NSWC, 101 Strauss Avenue, Building 900, Indian Head, MD 20640-5035.

(2) Correct mailing address for visit requests to overseas activities should be provided to the appropriate OIS! office
shown in the NISPQOM,

I.. No approved Security Classification Guide currently exists for this project. Contractar generated classified
documents (if required for performance) will be marked in accordance with the NISPQM and Do_D 5229..'{.2-8—2
(Marking Supplement to the ISM), based on instructions from the User Agency activity. Instructions will mc;iude

——lidentity of classification-authorities, regrading/declassification data, and paragraph marking levels, as required.

rn Estimated date of completion for this contract is 28 February 2010.

TS DD FORM 254 INCLUDES NO ATTACHMENTS.



