1. CLEARANCE AND SAFEGUARDING
DEPARTMENT OF DEFENSE Enci Ty CLEARANCE rEGURED  NBCHC020002
CONTRACT SECURITY CLASSIFICATION SPECIFICATION | TOP SECRET
(The requirements of the Dol Industria! Security Manual apply b. LEVEL OF SAFEGUARDING REQUIRED
to all security aspects of this effort.)

4. THIS SPECIFICATION 1S FCR: (X and compiesre as applicable) 3. THIS SFECIFICATION 1S: (X and complete as applicabie)

a. PRIME CONTRACT NUMBER DATE (YIMMDD)
X | o ORIGINAL " in ol
X | NBCHC020002 - (Comploe e elomed 011009
b. SUBCONTRACT NUMBER b. REWVISED (Supesedes Revision No. DATE (YYMMDD)
ail previour specs)
c. SOUCITATION OR OTHER NUMBER DUE DATE {YYMMDD] DATE (Y¥MADD)
¢. FINAL (Compiese icem 5 in all casex)

4.15 THIS A FOLLOW-ON CONTRACT?

L] ves X wo

Clessified material rec eived or generated under

If yes, compiete the following:

{Preceding Contract Number} is transfered to this folow-on contract.

5. 18 THIS A FINAL DD FORM 2847

[0 ves X no.

In rasponse to the contracior's request dated

If yas, complete the following:

, retantion of the identified classified materiel is authonized for the period of

6. CONTRACTOR {/nclude Commercial and Government Enticy CAGE) Code)

a. NAME, ADDRESS, AND ZP CODE b. CAGECODE | ¢. COGNIZANT SECURITY OFFCE (Name, Address, and Zip Code)
TEW Inc. 03FES8 Defense Security Office
Systems and Informatino Te.ch Group Tucson, AZ Field Office
6001 Indian School Rd., ! ) 6245 E. Broadway Boulevard, #580
Albuquerque, MM 87110 Tucson, AZ B5711

7. SUBCONTRACTGR

a. NAME, ADDRESS, AND ZP CODE b. CAGE CODE ¢. COGNIZANT SECURITY OFACE (Name, Address, and Zp Code)

8. ACTUAL PERFORMANCE

a. LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFRACE (Name, Address, and Zip Code)

SEE ITEM 13.

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Non-personal services for scientific, engineering, technical and administrative support for the Jont Interoperability Test

Command, Fort Huachuca, AZ; Falcon AFB and Pererson AFB, Colorado Springs, CO; Warner Robbins AFB, GA; Kelly AFB,
San Antonio, TX; Indian Head, MD; Arlington, VA, and other locations authorized by the COR and/or the Centracting Officer.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO |11.IN PERFORMING THIS CONTRACT, THECONTRACTOR WILL: YES | NO
a. COMMUNICATIONS SECURTY (COMSEC) INFORMATION X A RS T D I AN T AT iy O THER X
b. RESTRCTED DATA X | b. RECEIVE CLASSIRED DOCUMENTS ONLY ol
<. CRTICAL NUCLEAR WEAFON DESGN INFORMATION X | <. RECEIVE AND GENERATE CLASSIRED MATERIAL X
d. FORMERLY RESTRICTED DATA | d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE X
~| o INTELLIGENCE INFORMATION: . PERFORM SERVICES ONLY X

{1) Sansitive Comparmentad nformation (SCI) X t. FG}’FETQCR‘EEQS T! D§ Uss: CLQS%QEDJL‘EOTR#A!S}'%R?.‘,'-'FQ%E’EEST“E us., X

12) NornSCl % o- BE AUTHORZED 10 g_?EETHsE SEAVICES OF DEFENSE TECHNEAL INFORMATION | 3
1. SPECIAL ACCESS WFORMATION n. REQUIFE A COMSEC ACCOUNT x
§- NATD INFORMATION i HAVE TEMPEST-REQUIREMENTS  ~ X
h. FOREIGN GOVERNMENT INFORMATION > | i. HAVE DPERATIONS SECURITY [CPSEC) RECUIREMENTS X
i. LUMITED DISSEMINATION INFORMATION 3 |k BE AUTHORZED TO USE THE DEFENSE COURIER SERVICE x
;. FOR OFFCIAL USE ONLY INFORMATION pYe I. OTHER (Speciy)
k. OTHER (Specify) See Item 13 regarding visit requets

13 :
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12. PUBLIC RELEASE. Anyinformetion {ciasified or wiclassfled) Pertaning 1o this contract shal not be reeased for public dismsmINEUON Scept Bs provided by e Bmourry
Mmnual of uhissz |1 hes besn approved for pubic reesss by appropriste U5, Goverment sutharny, Praposed publc reissss shall be submitted for approvad prier 10 reiewss

Dueet D Thraugh (Specify):
Conrracting Officer NO PUBLIC RELEASE OF SCI IS AUTHORIZED.
DOI,NBC, Acquisition Services, SW Branch
POBox 12924 _
Fort Huachuca, AZ 85670-2924

ta the Dissciorats for resdom of intormanon and Seaurrty Review, Offics of the Amistant Secretwy of Dafenss Public Affeirs)® tor review.
* In the case oi non-Dol User Agences, requesis for disciosum shail be submited to tha agancy.

13. SECURITY GUIDANCE. Tha sscurity classfication guidanca nasded for this clessitiad etiort is identified beiow. |If any difficuity is sneounisred in applying this guidenas or if any

othw convibuung factor indicates anead for changes in this guidancs, the contmctor is suthornzel and enmuraged © provide recommaended changes: to chailengs The guidance or the
gnad to any inf v of manasial furnichad or ganerstad under this NTracT; and $o sbMIT any toz P at-shi " 10-thapificialilantified |

below. Fending fnal decxion, the intarmaston invoived shall bs handied and protacted & the highest leve of damif ¥ gnud or ded. (Fillinas appropricie for the

classified efforr. Acach, or forward wirr separaie correspondence, any docume net/gud. d herein. Add addiional pages as neadad 10 provide complete puidgnce . )

a. Ref:Item 1b. Recerpt and siorage of classified material will be limited to User Agency activity Facdilities.

b. Ref: Item 8a. Performance will be at U.S. Government facilities at Fort Huachuca, AZ; Faicon AFB adn Peterson AFB,
Colorade Springs, CO; Warner Robbins AFB, Wamer Robbins, GA; Kelly AFB, San Antonio, TX; Indiap Head, MD; Adington,
VA, and contractor facilities at Lockbeed Martin Corporation, King of Prussia, PA; GDE Systems, San Diego, CA; Lockheed
Missiles adn Space Company, INC., Sunnyvale, CA; E-Systems, Garland, TX, and other locations authorized by the COR and/or
the Contracting Officer.

c. Ref: Item 10a.

(1) Access to classified COMSEC information will be at government facilities under User Agency activity oversight.

(2) Public Release of COMSEC information: Any information relating to COMSEC and its uses (including UNCLASSIFIED
COMSEC information) shall be restricted in dessemination to contractor and government personnel involved i the contract. Any
proposed release of COMSEC information relating to this contract into the public domain will be forwarded to the Contracting
Officer for review. The term "release” includes, but is not limited to, newspaper articles, company newletters, contract
announcements, advertisements, brochures, photographs, moticn-picture films, technical papers, unclassified presentations at
symposia, speeches, displays, etc., on apy COMSEC phase related to this contract.

d. Ref: Itern 10e(1)

(1) The Defense Information Systems Agency SSO and director, Defense Intelligence Agency of the NRO has exclusive
security responsibility for such information released to the contractor or developed under this contract. DIAM 50-5 provides
necessary guidance for physical, personnel and information security measures and is a part of the security specifications for this
contract. No contractor generated, or govemment furnished material may be provided o DTIC or DUAC. The contractor must
maintain an awareness of the NRO OPSEC posture to ensure they do not expose sensitive operational aspects of the NRO.

(CONTINUED ON SEPERATE PAGE)

14. ADDITIONAL SECURITY REQUIREMENTS. Rsquirements, in ion to ISM req ts, Mo ishad for this (If Yas. idencify X YES ] NG
the pertinent concocawal clauses in the conaract documet icself, or provide dn approprioie Sotement which identifies the od dicioncd requirements. Provide a copy of
the reguirements io the cogrizan sxcunry office. Use liem 13 (f oddigonal space is neaded, )

15. INSPECTIONS. Eiamenta of this convact as outside he inspeaion respanaibikty of the cognixmnt security office, (if Yes, £xpisin and iemiy x| YES NO
specific areas or ¢iamens carved out and the activity responsible for inspecoons. Use lem 13 if addidonni space is needed. )

16. CERTIFICATION AND SIGNATURE. Sacurity requiremants statad herain are complte snd adequate for saisguarding the classifiad inf on 1o be rek dor
genarated under this claasified effort. Al questions shall be refamred to the official namsd below.

_|a TYPED NAME OF CERTIFYING OFACIAL b. TITLE c. TELEPHONE (lnciude Area Code)
‘| N. Tinnell Contracting Officer (520) 538-0423

d. ADDRESS (inctude Zip Codej 17. REQUIRED DISTRIBUTION

DOI/NBC, Acquisition Services Div, SW Bramch [ X |s CoNTRacToR

P.O. Box 12924 b. SUBCCNTRACTOR

Fort Huachuca, AZ 85670-2924 c. COGNIZANT SECURITY OFACE FOR PRIME AND SUBCONTRACTOR

(Y
d.

& SIGNATURE - U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION
W X |s. ADMNISTRATIVE CONTRACTING OFACER
s ’ ¥ |t. OTHERS AS NECESSARY

DD Form 254 Reverse, DEC 90 J-4 . UBAPRC V2.00



"ORM 254, 15 JUN 00
ITEM 13. SECURITY GUIDANCE (Continued)

(2) By virtue of access to SCl material, contractor employees may have placed on them special requiternents relating
to travel to, or through, hazardous areas as stated in DIAM 50-5.

(3) Contractor will have access to SCl material only at a government, or other contractor, operated SCl facility

e. Ref Item 10e(2). Access to intelligence information: chapter ¢ {section 3), NISPOM defines such information and
identifies authorized control markings. The controls established by such markings, and the policies and procedures
given in para 12, DCID 1/7 (DODI 5230.22), are part of the security specifications for this contract.

i Ref ltem 10j. FOR OFFICIAL USE ONLY information provided under this contract shall be safeguarded as a
specified in AR 25-55.

g. Ref ltem 11c. Provisions of chapter 8, NISPOM {Automated Information Systems-AlS) apply to AlS processing at
confractor owned locations. Classified AlS processing a User Agency Activity sites will be governed by DoD 5200.28
-and will be the inspection and approval responsibility of the User Agency activity.

h. Ref: ltem 11d. Contractor will be utilizing Government Owned-Government Operated {GOGO) facilities and sites.

User Agency activity will ensure provision of structurally adequate faciiifies to meet requirements of chapter 5
(section 9) ISM.

L Ref item 11f. Access to classified information at overseas locations will be limited to aural and visual access only;
receipt and storage not authorized. DD Form 254, Contract Security Specification, issued by the prime contractor:ter -
a subcontractor, under this contract, will be submitted to the Contracting Officer at DOX,. NBC, Acquisitiom: = -
Services Div, SW Branch, P.0. Box 12924, Fort Buachuca, AZ 85670-2924.

i Ref ltem 11k Contracter requests for establishment of a Defense Courier Service account (if required) will be

submitted via the Contracting Officer's Representative in accordance with chapter lll, and Appendix A, DoD 5200.33-
R. '

k. Visit Requests:

{1) Visit requests to Fort Huachuca-based activities should be addressed to Commander, Joint Interoperabiiity Test
Command, ATTN: JTG, Fort Huachuca, AZ 85613-7020. Information copies (of original requests) should be
provided to Commander, USAIC&FH, ATTN: ATZS-DKX, Fort Huachuca, AZ 85613-6000. Visit requests o
Indian Head-based activities should be addressed to Commander, Joint Interoperability Test Command (JITC),
Indian Head Division, NSWC, 101 Strauss Avenue, Building 800, Indian Head, MD 20640-5035.

(2) Correct mailing address for visit requests to overseas activities shouid be provided to the appropriate OIS office
shown in the NISPOM.

. No approved Security Classification Guide currently exists for this project. Contractor generated classified
documents (if required for performance) will be marked in accordance with the NISPOM and DoD 5220.22-8-2
{Marking Supplement to the ISM}, based on instructions from the User Agency activity. Instructions will include

—— —identity of classification-authorities, regrading/declassification data, and paragraph marking levels, as required.

m. Estimated date of completion for this contract is 28 February 2010.

THIS DD FORM 254 INCLUDES NO ATTACHMENTS.



