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I. What is Identity Theft?

Identity theft is a federal crime.  Identity theft occurs when someone: 

"knowingly transfers or uses, without lawful authority, a means of identification of another person with the intent to commit, or to aid or abet, any unlawful activity that constitutes a violation of federal law, or that constitutes a felony under any applicable state or local law." 

Under the Identity Theft and Assumption Deterrence Act of 1998, a name, Social Security Number (“SSN”), credit card number, cellular telephone electronic serial number or any other piece of information that may be used alone or in conjunction with other information to identify a specific individual is considered a "means of identification." 

The potential harm caused by an identity thief is exponential.  The fact is someone can easily pry into your private life, steal your identity, and rob you blind.  Protect your good name by reading on, becoming informed, and taking action.

II. How does Identity Theft occur?

Identity theft occurs when someone steals identity information from readily available documents or the Internet.  The following are examples of how identity thieves obtain your personal information and assume your identity.

PRIVATE
How identity thieves obtain your personal information: 

They steal wallets and purses containing your identification and credit, and bank cards. 

They steal your mail, including your bank and credit card statements, pre-approved credit offers, telephone calling cards, and tax information. 

They rummage through your trash, or the trash of businesses, for personal information.

They use personal information you share on the Internet. 
How identity thieves assume your identity: 

They call your credit card issuer and, pretending to be you, ask to change the mailing address on your credit card account. The thief then runs up charges on your account. Because your bills are being sent to the new address, it may take some time before you realize there's a problem. 

They open a new credit card account, using your name, date of birth, and SSN. When they use the credit card and don't pay the bills, the delinquent account is reported on your credit report. 

They establish phone or wireless service in your name. 

They buy cars by taking out auto loans in your name. 

III. Minimize your Risk: Five easy steps

Minimize you risk by managing your personal information wisely and taking these five easy steps:

1. Guard your SSN and military identification and privilege card, only give them out when absolutely necessary.  Remember you do not have to give this personal information out just because businesses ask for it. Ask to use other forms of identification. When someone asks you for your SSN or military identification and privilege card, ask them the following questions:

(  Why do you need it?

(  How will it be used?

(  What law requires me to give you it?

(  What will happen if I don’t give it to you?

The answers to these questions will help you decide if you want to share your SSN and/or military identification and privilege card with the business.

2. Order a copy of your credit report from each of the three major credit bureaus twice a year.  Bear in mind that the three credit reports may vary.  Carefully review each credit report.  Verify the accuracy of any accounts that show derogatory information.  Check your inquiries carefully. Outdated information may not be reported.  The bureau may not report negative information that is more than seven years old; ten years for bankruptcies. As for inquiries, access to you file is limited.  Inquiries can only be made with your permission; investigate any unfamiliar inquiries.   

In the event of an error in your credit report, call and notify the bureau of the error in writing.  Your letter should clearly identify each item in your report that you dispute, give facts and explain why you dispute the information.  Finally, demand that inaccurate information be corrected or deleted from you file.  Remember to keep a copy of the letter you send for your records.

Note that under the Fair Credit Reporting Act (“FCRA”) a credit bureau is required to remove or correct inaccurate or unverified information from its files within 30 days after you dispute it.  In addition, the credit bureau may not then report the information without including a notice of your dispute.  If a credit bureau violates the FCRA, you may sue them in state or federal court.
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Address
P.O. Box 740241
Atlanta, GA
30374-0241
P.O. Box 949
Allen, TX
75013-0949
760 Sproul Road
P.O. Box 390
Springfield, PA 19064-0390

Order Credit Report
1-800-685-1111
1-888-EXPERIAN (397-3742)
1-800-916-8800

Report Fraud
1-800-525-6285
1-888-EXPERIAN
1-800-680-7289

3. Invest in a paper shredder.  Shred your charge receipts, tax forms, copies of credit applications, insurance forms, catalogue order forms, bank checks and statements you are discarding, expired charge cards and pre-approved credit offers you get in the mail.

4. Password protect your credit card, bank, and phone accounts.  Do not use readily available information such as your mother’s maiden name, your date of birth, telephone number, or your SSN.

5. Do not give out personal information over the phone, the mail, or Internet unless you have initiated the contact, know who you are dealing with, and/or are on a secure Internet site.

IV. If you are a victim

If you suspect your personal information has been fraudulently accessed take action immediately!

1. Call the fraud departments of each of the three major credit bureaus.
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Report Fraud
1-800-525-6285
1-888-EXPERIAN
1-800-680-7289

2. Request a “Fraud Alert” be placed in your file by each of the three major credit bureaus and that no new credit be granted without your approval.

3. Close all accounts that have been fraudulently accessed or opened.  Contact the security departments of the appropriate creditors or financial institutions and follow up with a letter.  It is extremely important to notify credit card companies in writing of your dispute.

4. File a report with your local police.  Get a copy of the report in case you need proof of the crime later on.

V. Conclusion

Incidences of identity theft are expanding as fast as Internet usage however, experts say the majority of such crimes still happen the old-fashion way: someone steals personal information from readily available documents.  According to the U.S. General Accounting Office, arrests for identity theft increased from 8,806 in 1995 to 9,455 in 1997, while financial losses grew from $442 million to $745 million over the same period.

Resolving and clearing up credit damage resulting from identity theft is time-consuming, frustrating, and all-too-often expensive.  While you can not prevent identity theft from occurring you can minimize your risk.  

Please take a few moments now and request a copy of your credit report from each of the three major credit bureaus.  Foil an identity thief’s plot to steal your good name, identity, and rob you blind.  If you don’t act now it can end up costing you a job, a mortgage loan, and even leave you homeless.
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